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President’s Message – February 2019 edition 
 

Dear Members, 

I’m excited to start the 2018/2019 term with our upcoming Annual General Meeting and PD Luncheon which 
will be held at the Terminal City Club on February 20th. Please bring a friend or colleague for some great 
food, networking and our presentation behavioral insights and nudging fraud out of your organizations. 

We will hold our Annual General Meeting followed by a brief report outlining our event agenda for the com-
ing year and then our presentation. As part of the meeting we will have our Election of Directors. If you have 
a CFE designation in good standing and want to join the Board please do not hesitate to bring your name for-
ward for nomination. We also have several committee spots open as well and we always looking for volun-
teers for events. 

It has been my absolute pleasure to serve as your President this past 2018/2019 term, where I have had the 
opportunity to work with an amazing and dedicated group of board and committee members. Their tireless 
commitment to the membership and the Chapter has been inspirational. 

Interested in speaking at one of our Chapter events or providing a story for our newsletter or fraud insights 
post? This is a great professional development opportunity and we also encourage all our members to pro-
vide us with their input and ideas for future events. We have also posting the 2019 event dates on our web-
site to make it easier for everyone to schedule accordingly. 

There are several upcoming events including our March 20th Luncheon at the Terminal City Club followed by 
our training event at the Vancouver Campus of BCIT on May 22. The ACFE International Conference is also 
coming up on June 23rd in Austin, Texas. 

Finally, I want to thank all of you for your participation and contribution in helping our Chapter grow. We will 
endeavor to the continued development of the Chapter over the coming year with new resources and rele-
vant professional development opportunities for you. 

Most sincerely, 
 
Steve Wilson, President, ACFE Vancouver Chapter 
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In the News: 

Click on the headlines below: 

Shell faces one of the biggest corruption cas-

es in corporate history 

Elon Musk of Tesla settles with SEC 

BC to probe money laundering in real estate 

and luxury car industries 

Uber settles for 148 million with 50 states 

over 2016 data breach 

USPS uses data analytics to sniff out fraud 

Mount Everest rescue fraud 

Laughing all the way to the bank cybercrimi-

nals targeting US financial institutions 

Future of fraud regarding blockchain 

Googles executive fraud fighter explains risks 

involved in boasting about owning bitcoin 

Blockchain can help fight insurance fraud 

Learn about blockchain fraud through ISACA 

RCMP and Privacy Commissioner investigate 

alleged NCIX breach 

Anatomy of a bitcoin ransom 
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AGM and PD Luncheon 

Date: February 20, 2018 

Time: 11:30 am to 1:30 pm 

Registration starts at 11:30 am, Lunch at 12pm  

Venue: Terminal City Club 

837 West Hastings Street Vancouver, BC 

Speaker: Steve Wilson 

Topics: An introduction to behavioral insights and nudging fraud out of your organizations.    

 

Cost: $45 Vancouver Chapter ACFE Members 

(Pricing is extended to one guest) 

$55 Non-members (this applies to Austin members who have not yet joined the Vancouver Chapter membership. 

Non-members can join at any time to start enjoying our chapter member benefits.) 

$90 Chapter Member plus Guest 

 

Register Here! 
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Publishers Message 

It is not time to renew your membership, to finalize the renewal process, log in to your profile with your email and pass-

word and follow instructions on your profile. If you don’t remember your password you can request a new password at the 

login screen.  

 

https://www.independent.co.uk/news/business/analysis-and-features/shell-and-eni-face-one-of-the-biggest-corruption-cases-in-corporate-history-over-13bn-nigerian-oil-a8537506.html
https://www.independent.co.uk/news/business/analysis-and-features/shell-and-eni-face-one-of-the-biggest-corruption-cases-in-corporate-history-over-13bn-nigerian-oil-a8537506.html
https://money.cnn.com/2018/09/29/technology/business/elon-musk-tesla-sec-settlement/index.html
https://bc.ctvnews.ca/province-to-probe-money-laundering-in-real-estate-luxury-car-industries-1.4112232
https://bc.ctvnews.ca/province-to-probe-money-laundering-in-real-estate-luxury-car-industries-1.4112232
https://www.reuters.com/article/us-uber-databreach/uber-settles-for-148-million-with-50-u-s-states-over-2016-data-breach-idUSKCN1M62AJ
https://www.reuters.com/article/us-uber-databreach/uber-settles-for-148-million-with-50-u-s-states-over-2016-data-breach-idUSKCN1M62AJ
https://fedtechmagazine.com/article/2018/09/how-usps-uses-data-analytics-sniff-out-fraud
https://www.nytimes.com/2018/09/04/world/asia/nepal-everest-rescue-fraud.html
https://www.forbes.com/sites/bhaktimirchandani/2018/08/28/laughing-all-the-way-to-the-bank-cybercriminals-targeting-us-financial-institutions/#6f9117fa6e90
https://www.forbes.com/sites/bhaktimirchandani/2018/08/28/laughing-all-the-way-to-the-bank-cybercriminals-targeting-us-financial-institutions/#6f9117fa6e90
http://www.fraud-magazine.com/article.aspx?id=4295002445#.W69T9O_2Qhw.twitter
https://www.ccn.com/googles-executive-fraud-fighter-explains-risks-involved-in-boasting-about-owning-bitcoin/?utm_source=dlvr.it&utm_medium=twitter
https://www.ccn.com/googles-executive-fraud-fighter-explains-risks-involved-in-boasting-about-owning-bitcoin/?utm_source=dlvr.it&utm_medium=twitter
https://www.canadianunderwriter.ca/technology/blockchain-can-help-fight-insurance-fraud-1004137457/?utm_source=dlvr.it&utm_medium=twitter
https://www.isaca.org/Knowledge-Center/Blog/Lists/Posts/Post.aspx?ID=1061&cid=sm_1233356&appeal=sm
https://www.cbc.ca/news/canada/british-columbia/rcmp-and-privacy-commissioner-investigate-alleged-ncix-breach-1.4833976
https://www.cbc.ca/news/canada/british-columbia/rcmp-and-privacy-commissioner-investigate-alleged-ncix-breach-1.4833976
https://www.macleans.ca/news/canada/anatomy-of-a-bitcoin-ransom/
https://cfevancouver.com/events
https://cfevancouver.com/Sys/Profile
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President’s Article – February 2019 Edition 
 
Fraud in the Age of  Artificial Intelligence – By Mikayla Strukoff  

Artificial intelligence technologies that once seemed like science fiction are now becoming a reality. Many fraud examiners 

still do not fully understand what artificial intelligence is or how it will impact their future, in fact some people still do not 

believe it will. Artificial intelligence, or what will be referred to as AI, is any sort of technology, software or machinery that 

can perform tasks that would normally require human intelligence or focus to do so (Heath, 2018).  

There are two main types of artificial intelligence, the first being Artificial Narrow Intelligence (ANI), and the second being 

Artificial General Intelligence (AGI), (Heath, 2018).  ANI systems “have been taught or learned how to carry out specific tasks 

without being explicitly programmed to do so” (Heath, 2018). Simple things such as online hotel booking platforms use ANI 

to find a room during a specific time period that you desire. Other commonly experienced forms of ANI are Siri, Google 

Translate, chat bots, media streaming “recommendations”, navigational services, automated customer service emails, and 

smart home devices such as the Amazon Alexa (Agarwal, 2018).  

The second form, Artificial General Intelligence (AGI), is slightly more complex that ANI. AGI is much more human-like in the 

fact that it is able to adapt to different situations (Heath, 2018). ANI is more robotic and simple since it must be fed infor-

mation in order to learn. AGI can potentially use reason and logic for a range of topics and tasks “based on its accumulated 

experience” (Heath, 2018). AGI is still being developed and isn’t yet used in everyday life. In the future, it is expected that 

AGI will be able to plan, make judgement calls in stressful situations, make informed decisions, interact with humans, and be 

imaginative and creative (Jajal, 2018).    

There is a third type of artificial intelligence that is not commonly touched upon because it is still years away from being per-
fected. This type of intelligence is called Artificial Super Intelligence (ASI), and it is much more advanced than both ANI and 
AGI (Tweedie, 2017). ASI technology will be able to perform everything and beyond that of a human. ASI will surpass all hu-
man creativity, academic intelligence, general wisdom, and logic (Jajal, 2018). It is predicted that ASI will be a whole species 
of their own and may even become a threat to the human race since their “cognitive ability [will be] superior to a human’s” 
(Techopedia, 2018).  
  

So how is artificial intelligence being used to commit fraud? One type of AI that is currently being used to commit fraud is 

called “DeepLocker” (Pickup, 2018). DeepLocker AI has the ability to hide malware because of its “deep neural network 

(DDN)” and “trigger conditions” (Osborne, 2018). This means that it creates the ability for its malware to be encrypted until 

the specific target has been identified and the attack has been launched (Osborne, 2018). 

 Phishing is another topic that most people are familiar with and have even been victims of. Fraudsters are now teaching AI 

to “study the behavior of social network users, and then design and implement its own phishing bait” (Dvorsky, 2017). 

The most common form of phishing is usually via email, but it is now becoming more and more widespread through social 

media platforms such as twitter where clickable links are easy to post (Dvorsky, 2017). 

Page 3 

https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://beebom.com/examples-of-artificial-intelligence/
https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://www.zdnet.com/article/what-is-ai-everything-you-need-to-know-about-artificial-intelligence/
https://medium.com/@tjajal/distinguishing-between-narrow-ai-general-ai-and-super-ai-a4bc44172e22
https://medium.com/@tjajal/distinguishing-between-narrow-ai-general-ai-and-super-ai-a4bc44172e22
https://www.techopedia.com/definition/31619/artificial-superintelligence-asi
https://www.raconteur.net/risk-management/artificial-intelligence-fight-fraud
https://www.zdnet.com/article/deeplocker-when-malware-turns-artificial-intelligence-into-a-weapon/
https://www.zdnet.com/article/deeplocker-when-malware-turns-artificial-intelligence-into-a-weapon/
https://gizmodo.com/hackers-have-already-started-to-weaponize-artificial-in-1797688425
https://gizmodo.com/hackers-have-already-started-to-weaponize-artificial-in-1797688425
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President’s Article – February 2019 Edition 
 
Fraud in the Age of  Artificial Intelligence – By Mikayla Strukoff Continued 

In a recent experiment, it was discovered that AI technology can “distribute more phishing tweets than humans, and with a 

substantially better conversion rate” (Dvorsky, 2017). The AI technology posted more convincing tweets than its human 

counterpart from Forbes staff and lured over five times as many victims to click (Dvorsky, 2017). 

Although these fraudulent crimes using AI are quite intimidating, the positive thing is that AI can also be used against the 

fraudsters. Knowledge of how AI works will allow businesses to implement many technologies to prevent and detect fraud. 

With proper implementation, AI can “distinguish legitimate and fraudulent behaviors while adapting over time to new, pre-

viously unseen fraud tactics” (West & Allen, 2018).  

A facial recognition company, Cloud Walk, could potentially be used to prevent and detect occupational fraud. Cloud Walk is 

still in development, but plans to us AI to track people and their patterns via facial recognition surveillance cameras and “gait 

analysis technology” (Faggella, 2018). If this technology were to be installed across multiple departments of large companies, 

it could be used to detect things such as skimming, cash larceny and asset misappropriation. Cloud Walk plans to be able to 

detect suspicious activity patterns and have the ability to send alerts if individuals engage in suspicious patterns that could 

lead to crime (Faggella, 2018).  

A more advanced form of AI that can be used to prevent fraudsters is called the IBM Watson for Cyber Security. IBM Watson 

technology is a form of supercomputer that combines both artificial intelligence and analytics software to perform a wide 

range of assistive tasks. Watson for Cyber Security can detect emerging threats, mine data, process the human language, and 

create recommendations on how to stop incoming threats (IBM, 2016). This system works very similarly to the human brain 

in the way it filters out unnecessary data and creates neural pathways for transmission. In other words, Watson for Cyber 

Security is able to process, sort, and manage extraordinary amounts of data at lightning speed in order to help fraud investi-

gators make decisions and target cyber fraudsters.  

In conclusion, there are many layers of security necessary to fight fraud, and AI is just one of those layers (Pickup, 2018). AI is 

becoming increasingly relevant and in order to protect and defend against fraud it is something that fraud examiners should 

be focused on. AI is not something to shy away from because of its many unknowns, because if that happens fraudsters will 

only keep progressing and there will be no hope to catch up. 

Mikayla Strukoff is a current student of the Graduate Certificate Program in Forensic Investigation of Fraud and Financial 

Crime at the British Columbia Institute of Technology. 

Additional AI Resources: Discovery Documentary, “This is AI” 

https://gizmodo.com/hackers-have-already-started-to-weaponize-artificial-in-1797688425
https://gizmodo.com/hackers-have-already-started-to-weaponize-artificial-in-1797688425
https://www.brookings.edu/research/how-artificial-intelligence-is-transforming-the-world/
https://emerj.com/ai-sector-overviews/ai-crime-prevention-5-current-applications/
https://emerj.com/ai-sector-overviews/ai-crime-prevention-5-current-applications/
https://www-03.ibm.com/press/us/en/pressrelease/49683.wss
https://www.raconteur.net/risk-management/artificial-intelligence-fight-fraud
https://www.youtube.com/watch?v=H3P87qCdqk4
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Resources from the BCSC: 

Click on the headlines below to read more: 

Updates for the week ending February 8, 2019 
 
Take the Smarter Investor Quiz 
 
Download the following reports by clicking the link below: 
 
2017 Compliance Scorecard 
 
BCSC Service Plan 2018-2021 
 
2017-2018 CSA Enforcement Report 
 

Sign up on the BCSC website to receive email notifications about:  

 News Releases and Weekly Reports 
 Policy Publications 
 Events 
 Disciplined Persons List and Investment Caution List 
 Issuers in Defaults 

 

Subscribe to receive email notification about new: 

 Investor alerts & watches 
 Posts to the Let's talk about investing blog 
 Planning 10: Finances - General Updates 
 Planning 10: Finances - Updates for Teachers 

Social Media: 

 Twitter: @BCSCInvestRight 
 Facebook: BCSCInvestRight 
 Youtube: BCSCInvestRight 

 

 

Get Involved! 

We welcome your ideas and input to make 

the Chapter newsletter a valuable resource 

for all members. 

Please send comments or contributions to: 

newsletter@cfevancouver.com 

 

In the News: 

Click on the headlines below: 

The cost of dirty money 

Crypto exchange says it cant repay 190 mil-

lion to clients 

Thousands affected by CRA employees 

snooping 

UK cybercrime victims lose $190K per day 

2.2 billion accounts found in biggest ever da-

ta dump 

Google hit with 44 million pound fine 

Canada's money laundering problem may be 

much worse than imagined 

Twenty former legislature employees said 

they were fired for raising concerns about 

wasteful spending 

How google is quietly making blockchains 

searchable 

Hackers stole nearly half billion personal 

Dubai has become a money laundering para-

dise says anti corruption group 
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https://www.bcsc.bc.ca/News/Weekly_Reports/Updates_for_the_week_ending_February_8__2019/
http://quiz.investright.org/
http://www.bcsc.bc.ca/For_Registrants/
https://www.bcsc.bc.ca/uploadedFiles/About_Us/Publications/BCSC_Service_Plan_2018-2021.pdf?t=1549480006818
http://www.csasanctions.ca/
http://www.bcsc.bc.ca/subscriptions.aspx
http://www.investright.org/subscribe.aspx
https://twitter.com/BCSCInvestRight
https://www.facebook.com/BCSCInvestRight
https://www.youtube.com/user/BCSCInvestRight
http://www.investright.org/
mailto:newsletter@cfevancouver.com
https://www.bloomberg.com/graphics/2019-dirty-money/
https://gizmodo.com/crypto-exchange-says-it-cant-repay-190-million-to-clie-1832309454?utm_medium=sharefromsite&utm_source=gizmodo_twitter&utm_campaign=top
https://gizmodo.com/crypto-exchange-says-it-cant-repay-190-million-to-clie-1832309454?utm_medium=sharefromsite&utm_source=gizmodo_twitter&utm_campaign=top
https://www.ctvnews.ca/canada/thousands-affected-by-cra-employees-snooping-1.4279916#_gus&_gucid=&_gup=twitter&_gsc=mRf1LIi
https://www.ctvnews.ca/canada/thousands-affected-by-cra-employees-snooping-1.4279916#_gus&_gucid=&_gup=twitter&_gsc=mRf1LIi
https://www.bbc.com/news/uk-47016671
https://www.forbes.com/sites/daveywinder/2019/02/01/2-2-billion-accounts-found-in-biggest-ever-data-dump-how-to-check-if-youre-a-victim/#502bb06148ae
https://www.forbes.com/sites/daveywinder/2019/02/01/2-2-billion-accounts-found-in-biggest-ever-data-dump-how-to-check-if-youre-a-victim/#502bb06148ae
https://www.bbc.com/news/technology-46944696
https://www.theglobeandmail.com/opinion/article-canadas-money-laundering-problem-may-be-much-worse-than-imagined/?utm_medium=Referrer:+Social+Network+/+Media&utm_campaign=Shared+Web+Article+Links
https://www.theglobeandmail.com/opinion/article-canadas-money-laundering-problem-may-be-much-worse-than-imagined/?utm_medium=Referrer:+Social+Network+/+Media&utm_campaign=Shared+Web+Article+Links
https://vancouversun.com/news/local-news/twenty-former-legislature-employees-said-they-were-fired-for-raising-concerns-about-wasteful-spending
https://vancouversun.com/news/local-news/twenty-former-legislature-employees-said-they-were-fired-for-raising-concerns-about-wasteful-spending
https://vancouversun.com/news/local-news/twenty-former-legislature-employees-said-they-were-fired-for-raising-concerns-about-wasteful-spending
https://www.forbes.com/sites/michaeldelcastillo/2019/02/04/navigating-bitcoin-ethereum-xrp-how-google-is-quietly-making-blockchains-searchable/#14c607eb4248
https://www.forbes.com/sites/michaeldelcastillo/2019/02/04/navigating-bitcoin-ethereum-xrp-how-google-is-quietly-making-blockchains-searchable/#14c607eb4248
https://www.nbcnews.com/business/consumer/you-ve-been-breached-hackers-stole-nearly-half-billion-personal-n966496
https://www.forbes.com/sites/dominicdudley/2019/01/29/dubai-has-become-a-money-laundering-paradise-says-anti-corruption-group/#7dd77618315e
https://www.forbes.com/sites/dominicdudley/2019/01/29/dubai-has-become-a-money-laundering-paradise-says-anti-corruption-group/#7dd77618315e
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ACFE Vancouver Chapter  
Officers and Committees: 
 
PRESIDENT - Steve Wilson 
 
PAST PRESIDENT - Carmen Wiechers 
 
VICE PRESIDENT – Rosanne Walters 
 
SECRETARY – Marinela Mariscal 
 
TREASURER – Kate Amangoulova 
 
ETHICS – Linda Murray 
 
MEMBERSHIP OUTREACH  
Vincent Tse 
Steve Wilson 
 
PROFESSIONAL DEVELOPMENT  
Steve Wilson 
 
COMMUNICATIONS - John Dumfries  
 

Stay Connected on Facebook, Twitter and LinkedIn: 

 
 
 

  
 
 

 

2018-2019 ACFE Vancouver Chapter Board of Directors 

Kate Amangoulova            treasurer@cfevancouver.com 
Rosanne Walters            vp@cfevancouver.com 
Marinela Mariscal                          secretary@cfevancouver.com 
Steve Wilson                          president@cfevancouver.com 

            

  

         

 

 

Find a Fraud Examiner 
 
If you are a current Chapter member 
and would like to include your contact 
information on our website, please send 
it to: website@cfevancouver.com. 

 
Join the ACFE Vancouver chapter! 

Join the ACFE Vancouver Chapter for 

discounts on training events and more! 

Click on this link for more information: 

Click Here! 

Website Job Postings 
 

We offer a free job posting on our web-
site to any companies who have at least 
one employee as a chapter member. If 
interested, contact:  
website@cfevancouver.com. Check our job 

postings page for current listings. 
 

 

Call For Speakers, volunteers and board members: 
         

If you are interested in speaking at an upcoming chapter event, send a brief 

proposal and topic outline to events@cfevancouver.com .  

We are always seeking volunteers and board members. Please contact Ste-

ve at president@cfevancouver.com if you are interested or contact an exist-

ing board member at one of the upcoming local events. 

If you have a story or would like to be featured in the newsletter let us 

know at newsletter@cfevancouver.com 
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https://www.facebook.com/cfevancouver?ref=hl
https://twitter.com/ACFE_Vancouver
https://www.linkedin.com/groups/ACFE-Vancouver-chapter-3964400/about
mailto:treasurer@cfevancouver.com
mailto:vp@cfevancouver.com
mailto:secretary@cfevancouver.com
mailto:president@cfevancouver.com
mailto:website@cfevancouver.com
http://www.cfevancouver.com/
mailto:website@cfevancouver.com
http://www.cfevancouver.com/
http://www.cfevancouver.com/
mailto:events@cfevancouver.com
mailto:president@cfevancouver.com
mailto:newsletter@cfevancouver.com

